NINE RED Presents…(CIC) CONFIDENTIALITY POLICY
1.0 Introduction 

This policy outlines the approach taken by NINE RED Presents…(CIC) to confidentiality. Information about staff and service users of NINE RED Presents…(CIC) must be 

· Obtained fairly

· Held only for the purposes of providing NINE RED Presents…(CIC) services

· Used and disclosed only in accordance with the law and this policy and procedure document

· Accurate and up-to-date

· Kept no longer than necessary to meet statutory or service requirements

· Available to the service user on request

· Protected against loss or unlawful disclosure

· Not disclosed to third parties other than in exceptional circumstances

2.0 Legislative/regulatory context

Obtaining, holding processing and disclosing personal information is covered by the law and codes of conduct for social care workers.  Not to follow the law in this area is a potential offence that may lead to prosecution.  The law is reflected in NINE RED Presents…(CIC) Policy and Procedure on Confidentiality.  Breaches of the procedure by NINE RED Presents…(CIC) staff may lead to disciplinary action against those involved.

2.1
The Data Protection Act 1998 (DPA) 

2.11 
NINE RED Presents…(CIC) must only use information about ‘data subjects’ (e.g. service users, service applicants or staff) in accordance with the data protection principles. Amongst other things, these require that the information must be collected and used fairly and lawfully, that the information must be accurate and adequate and not held longer than necessary for the purposes for which it is held, nor used in a manner incompatible with those purposes.

2.12
The Act allows service users of NINE RED Presents…(CIC) to see personal data held about them by staff on computers (or in other forms where data can be processed automatically), as well as their health, social work, housing and school records held on paper.
2.13 
There are exceptions to subjects’ access to information, which should be applied under the guidance of your line manager:

 
Personal information about someone else (‘third-party’ information).  This will not normally be released to the subject without the third party’s consent.  However, the DPA 1998 does allow such information to be disclosed without consent if this is reasonable in all the circumstances.  In deciding whether it is reasonable, it must be considered in particular whether a duty of confidentiality is owed to the other person, what efforts have been made to obtain the person's consent, whether the person is capable of giving consent or has expressly refused it. 


Information that would identify someone who has supplied information about the service user. The information which someone else supplies about the service user is not exempt - unless its disclosure would in itself identify who had supplied it. The information must itself be enough to identify the person to warrant this exception.

Law enforcement - personal data held for the purpose of preventing or detecting crime, apprehending or prosecuting offenders, or assessing and collecting any tax or duty are exempt if disclosure would prejudice one of those purposes.

Serious harm - In addition to the other exemptions in the DPA, information likely to cause "serious harm" to the physical or mental health or condition of the applicant or someone else is exempt. This exemption must be agreed by your line manager. If there is concern over providing the information, the decision to provide should be made in consultation with a health professional, normally the doctor treating the patient for the condition concerned. If the health professional's opinion was given more than 6 months ago, a new opinion must be obtained.  
2.14 
The Data Protection Act is enforced by the Information Commissioner, an independent official appointed by the Government, to whom complaints about data protection can be made.  ‘Caldicott Guardians’ operate to safeguard and govern the use made of confidential and personal information within the Health Service and to a certain extent in Social Services.
2.2
General Social Care Council Codes of Practice

The GSCC Codes of Practice for Social Care Workers and their Employers set out the expectations about the handling of information for all those working in the social care sector:

Employers must implement and monitor written policies on confidentiality.

Employees, as social care workers, must strive to establish and maintain the trust and confidence of service users and carers by:

· Being honest and trustworthy

· Communicating in an appropriate, open, accurate and straightforward way

· Maintaining clear and accurate records as required by procedures established in the workplace

· Respecting confidential information and clearly explaining agency policies about confidentiality to service users and carers

· Respecting the trust of service users and carers, and the access staff have to personal information about them and to their property, home or workplace
 Scope 


This policy applies to all services across NINE RED Presents…(CIC). 
Policy statement
4.1      Need to Know

1. NINE RED Presents…(CIC) staff will have access to all the information they genuinely need to know to carry out their job.  All staff have a duty to respect the confidentiality of the information we are given.

2. All staff have a responsibility to ensure that they do not acquire information they do not need to know.  If you accidentally come across confidential information, store it securely immediately, and inform your manager so that procedures can be improved.

3. If you are working in teams, you should treat sensitive information as confidential to the team.  Make sure that only facts are shared, and make sure that everyone in your team has a legitimate need to know.
4. If you are passing on information to people outside NINE RED Presents…(CIC), always verify their identity. If you don't know them, ask for identification or phone them back.

· Check that they have the right to ask for the information, and consult your manager if in doubt.

· Check that they have a genuine need to know. If the information is not relevant to them, do not give or offer it.

· Ask yourself if you have the right to give out the information. Is it within your job responsibility? If in doubt, consult your manager.

5. Check also that the service user concerned has given their permission for the information to be passed on, where consent is required. You will also need to consider information you want from other professionals.  Generally, you should not seek information about service users if you do not need it to provide support to a service user. If you are given information that is not relevant, you have a duty to not pass this on irresponsibly. You will also need to use your judgement when sharing information about service users with other professionals and remember that you do need to be as open as possible with other professionals, if only to build up trust with them so that they are confident that they can discuss confidential matters with you. If disclosures are not made in writing, records should be kept of what information has been shared and with whom.
4.2 Keeping Personal Data

Staff collect personal data for the following specific purposes only:
· To assess applicant’s suitability for a service in accordance with the selection, allocation or referral criteria

· The management of services in accordance with the assessment of need

· For the provision of appropriate support to service users 
· To ensure the health and safety and well being of the service user, staff and other service users, and the general public duty of care of NINE RED Presents…(CIC)
Information recorded in service user files shall be factual and non-judgmental.   Where possible and appropriate, service users shall record their agreement with records made.  It is expected that service users are asked to sign support plans and notes from any meeting with support staff.  Information on service users’ and service users’ files should be kept up to date and any inaccuracies corrected as soon as they come to light.

Staff must correct, delete or otherwise amend incorrect information on an applicant’s or service user’s file within 10 working days of a request to do so from the applicant/service user or of a successful appeal by the applicant/service user through the Complaints Procedure.

Individual files will be kept for 6 years after the resident or service user has left and 1 year in the case of applications which have lapsed.

5.0
Confidentiality

            As the purpose of the legal and regulatory background is to protect the rights of the individual about whom data is obtained, it is essential that no staff use or disclose information about other people without their consent or proper authorisation.  Staff could even be committing an offence if giving information to another employee or external colleague who does not need the details to carry out their legitimate duties.


Particular care should be taken when using the Internet, e-mail and the internal network, especially with personal data such as ethnic origin, religious/political beliefs, health data, disabilities, details of offences or alleged offences, sexuality or trade union membership.  Such data is defined as ‘sensitive’ under the DP Act 1998.


All staff have a duty to observe the Principles of the Act.  Staff who do not handle data as part of their normal work have a responsibility to ensure that any personal data they see or hear goes no further.  This includes personal data and information extracted from such data. Thus, for example, unauthorised disclosure of data might occur by passing information over the telephone, communicating information contained on a text, email, print-out or PC screen.
5.1
Access to Personal Information


Subject Access:

Applicants, service users and staff have the right to see, or request a copy of their file and request that any inaccuracies on it are amended or destroyed.  Information can only be withheld from an individual for a specific reason and should only be done after consultation with your line manager.

Viewing Personal Records:

Where a request is made to view a file, an appointment should be made within 5 working days.  If the consent of a third party is needed before a particular piece of information can be disclosed, this should not delay the showing of the rest of the file.  

The individual (or their authorised representative) must provide identification (visual recognition will be enough in most cases).  If possible, a table, chair and degree of privacy should be provided to view the file.  A member of staff must be present to give assistance or discuss the contents of the file, where appropriate.  Copies of information on the file will be provided on request.

5.2
Information that can be withheld from Subject Access

Information should only be withheld from applicants or service users for one or more of the reasons set out below and under the guidance of your line manager:
            Information that relates to or identifies a third party (unless they have given their consent for it to be disclosed or it is reasonable to disclose it without their consent).  This includes other members of a family where the person has stated specifically that they do not want the information disclosed.


Information provided by an outside agency on the understanding that it will not be disclosed to the service user, service user or applicant, i.e. in confidence.  This sort of information should only be kept if it is really relevant in providing a service to that individual, otherwise it should be destroyed or returned to the donor.  Staff should always make it clear that NINE RED Presents…(CIC) policy of sharing personal information with the person it concerns is considered important for the best service to be provided. If information provided in confidence is held it may still be provided if it is deemed reasonable to do so and/or enough time has passed for the information to no longer be confidential.

Information whose disclosure could expose the applicant or service user to physical or psychological harm.  This provision might allow information to be withheld from, for example, someone with a mental illness whose condition could be seriously aggravated by seeing the record.   This exemption refers to "serious harm" - not to "harm" or "distress" and can only be applied when the information is ‘not already known’ to the service user. It should not permit doctors to withhold upsetting news from patients who want the truth, particularly if they could be helped to come to terms with it by support and counselling.


Information that is the subject of legal processional privilege or statutory requirement, i.e. the communication between NINE RED Presents…(CIC) and their legal representatives.


Information should never be withheld because a member of staff does not want an applicant or service user to see what they have written about them.


If any documents are to be withheld, your line manager will make a note of such items.  The member of staff should take the opportunity to reassess the need to keep such information on file.

5.3
Access to Personal Information by Third Parties


Informed Consent of the Subject:
Disclosure to other persons or agencies will normally only be made with the informed consent of the subject – the person to whom the information refers.  


When other agencies telephone, requesting information on applicants or service users, staff should take the caller’s name, status and telephone number and phone them back.

Exceptions to Informed Consent:
In general, it is the policy of NINE RED Presents…(CIC) that any personal information about an applicant or service user should not be passed to a third party unless the service user provides informed consent or there is a legal obligation on the organisation to do so.


In exceptional circumstances, NINE RED Presents…(CIC) will reserve the right to pass on information to a third party or agent without the person’s consent.  This rule must judged in relation to NINE RED Presents…(CIC)’s effectiveness in providing adequate support, where it is felt that not to pass on the information would jeopardise the health, welfare of safety of the service user, service user or another person.  This will only be done under very strict criteria and on a “Need to Know” basis and should be discussed beforehand with the Chief Executive. This will also be followed where there is a legal obligation for NINE RED Presents…(CIC) to disclose such information.

Where information is passed on to another agent in such circumstances, the applicant or service user should be advised of the action and the reasons for it, where appropriate and practical.  Certain types of sensitive information (e.g. if a service user is HIV positive, has ARC or AIDS) must never be passed on without the service user’s permission.


Police Enquiries

Where police are investigating a criminal matter and asking for assistance, then personal data may be provided.

Where the police request information, NINE RED Presents…(CIC) staff should take the details of the officer making the enquiries and phone them back.  Where there is uncertainty whether the information may be passed on or not, your line manager should be consulted before phoning back.


More sensitive and personal information should not ordinarily be given unless the Police have proper legal authority i.e. a search warrant.

5.4
Processing Information within NINE RED Presents…(CIC)

Staff must avoid breaches of confidentiality when discussing service users among themselves or discussing the service user with another agency on the telephone or when service users visit the office.  The following precautions should be taken:


Staff should make sure any discussions take place in an appropriate place e.g. not in an office where other staff are working, where people are coming in and out.  Personal facts about one service user should not be discussed with another, or in the presence of another.  Notes and discussions about service users should contain only appropriate information and reflect dignity and respect.


When a service user wishes tell a staff member sensitive or personal information, it should be made clear that with some projects the staff work as a team and that it is sometimes necessary that such information should be shared with other members of the team where appropriate.


Performance monitoring procedures should not generally involve recording a service user’s name.  Monitoring information will only be provided in formal statistics, which do not allow individual identification.

5.5
General Guidelines


Staff of NINE RED Presents…(CIC) must:
· Only record information that is needed to perform the purpose of the support or activity

· Update information on service users’ files and correct any inaccuracies as soon as they come to light

· Sign and date documents containing personal information when completing them

· Only transfer personal information to others when there is an established service user’s consent to do so

· Take advice from senior managers where there is an exceptional request on a ‘need to know’ basis for third party access without the service user’s consent

· Ensure service users are aware of their rights in our handling of information about them
· Support service users to keep their own support plans or similar in a safe and secure place

· Avoid referring to or discussing service user information on public transport

· Not leave people's information on desks unattended, 

· Not put personal information (such as support plan details) on notice boards, walls, etc.

· Lock all filing cabinets containing personal information; keys should be kept by senior staff only

· Not leave data displayed on screen, nor leave computers logged on and unattended

· Not give a work password to anyone under any circumstances

· Not choose a password that is easy to guess

· Never send anything by fax or e-mail that contains unnecessary personal data

· Dispose of confidential material appropriately when it is no longer needed.  This will generally require that it is shredded.


Breaches of this policy and procedure by member of staff of NINE RED Presents…(CIC) may constitute a disciplinary matter and may lead to disciplinary action against those involved.

6.0
Equality and diversity 

NINE RED Presents…(CIC) is committed to equality and diversity. In the implementation of this policy, we will not discriminate against any service user on grounds of their race, ethnic origin, gender, sexuality, marital status, disability, age, religion or class. 
7.0
Complaints 


If any person believes that they have not been treated in accordance with this policy, or they are unhappy about anything related to the policy, they may complain through the Complaints Procedure.
8.0
Training 


NINE RED Presents…(CIC)’s Confidentiality policy is included in the Staff Induction which is undertaken by all NINE RED Presents…(CIC) staff. All staff will also have access to the policy which will be available in the Policy and Procedure file at their office base. 

9.0
Monitoring and evaluation/ Quality Assurance


NINE RED Presents…(CIC) will monitor the effectiveness of this policy through the supervision and appraisal process and the complaints process. NINE RED Presents…(CIC) will also remain responsive to any feedback from any of its stakeholders including service users.
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